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APONNEP

YenoBeK, KOTOPbLIN MCMONb3YET CBOU
KapTbl 419 06Hann4YnBaHUA UK
TpaH3UTa (ganbHenwWwen oTNpPaBKM)
NOXULLEHHbIX OEeHEXHbIX CPeEACTB
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MepeBopa B KPUNTOBANIOTY \1/ Nepesop B KpynTOBaNIOTY
Cpasy C KapTbl NOTEPMNeBLUEro N = ERWCTEND TR ay s
(C TaK Ha3blBaeMoro (B3HOC AEHEeXKHbIX CPeaCTB Ha KapTy
«FPA3HOro» NNaCcTUKa) Apona, paHee He y4acTBOBaBLUYIO
> B COMHUTENbHbIX onepaumax)
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ObHannuymBaHwme, ObHannymBaHMe KpPynHbIX O6HannymBaHue,
aKKYMYIMPOBaHME KPYMHbIX OEHEXHbIX CYMM, TPAHCNOPTUPOBKA AKKYMYNMPOBaHUE KPYMHbIX
OEHEXHbIX CYMM, B APYron permoH n B3HOC OEHEMHbIX CYyMM,
C nocneayouwen NoKynKomn Ha «4UCTbIN» NNACTUK, Aanee C NnocneayoLlen NoKynKomn —xh
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KPUNTOBANOTHI MexKbaHKOBCKMe nepeBobl BaNOTbI 5 By
- \
A\ J L & @
S
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«0 npoTusoaeucTsuu neranusavuu
(0TMbIBAHUIO) AOXOA0B, NONYUYCHHDIX

NPecTYnHbIM NYTEM, 115 '@
U GUHAHCUPOBAHUIO TEPPOPUIMAY

N

A / OpraHnsauma NpoTUBOAENCTBMA «OTMbIBAHNA» OEHEXHbIX CPeACTB, NONYyYEeHHbIX HE3aKOHHbIM NYyTEM,
S pernaMmenTupyetca 115-O3 («O npoTnBoaencTBUN Nneranmsaumm (0OTMbiBaHWIO) OX040B,
NONYYEeHHbIX NPECTYMNHbIM NYTEM, U PUHAHCUPOBAHUIO TEPPOPU3MAN)




% XULLLeHUU NPOUCXOAUT
AUCTAHLUOHHO

' exerofHo pacrter
J RO/IUYECCTBO npeC'rynneHuii
. u 00beM NOXULLEHHbIX cpeacTs
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"REHC #1

(cxema Focycnyru)

JTloaMmnna akTUBHbINA KNMEHT KPynHOro eaepanbHOro 6aHKa, rae MMeeT 3apnnaTHYIO KapTy, HAKONUTENbHbIW CYET,
BKNag 1 Apyrme 6aHKOBCKME NPOAYKTHI.

JTtogMuna pewmnna MHBECTUPOBATb coeperkeHnsa B CTPOoSLLEECa XXUNbe, Npeanonaranacb UMpoBas caenka, To ecTb
noanucanne 1Y (norosop monesBoro ydacTtumsa) ¢ nomouwbto YKII (ycnnerHaa kBanndbunumpoBaHHaN 31EKTPOHHAA
NOANWUCB), ABNAIOLWENCH 3NEKTPOHHbIM aHaIoroM pykonucHowm nognucu. [Noka JlrogMuna oxxknpgana «Bbinycka» YKII,
NOCTYNWA 3BOHOK OT «COTPYyAHWKa» [focycnyr, COO6WMBLLErO, YTO Ha €€ MMA NPULLMIO MMCbMO. 3N10YMbILNEHHNK
YTOUHWUA, KaKoW cnocob nepegaym nNnnucbMa Hanbonee yoobeH: NocpeacTBOM 3/1EKTPOHHOM MOYTbl UKW OTNPABKOM Ha
OOMalHWN agpec, KOTopbln 6bi1 Ha3BaH MOLWEHHUKOM KOPPEKTHO. JTlogMmna, He 3anogo3pMB NoABOXa, NONpocKna
HanpaBUTb NMCbMO Ha afpPEeC 3NEKTPOHHOM MOYThl (019 YCKOpeHMa npouecca). [nga aToro «cotpyaHukm» [locycnyr
HanpaBWAM Ha ee TeneoH CMC-KoAa M nonpocunm ero npoankrToeaTb. Yepe3 10-15 MUHYT, nocne Toro Kak cMc-Kopg,
6blN Ha3BaH, *XEHLWMHA pPeLInIa elle pa3 BHUMATENIbHO NPOYNTATb HaNpPaBNeHHOE el cooblleHne U 0bHapy»xnna,
YTO B €ro coaepxaHnm ectb MHPopMauUKna o cMeHe naponsa Ha noptane [ocycnyr. [pu nonbiTke 3anTn B cBon J1K
Ha [ocycnyrax oHa yBuaena, Yto gocTtyn 6bin y>ke 6onee HeBo3MOXKeH. [lpon3oLwna cMeHa napons
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"KREMC #2

(cxema Fake Boss )

CoTpyaHUKY 04HOro 13 By3oB ropoaa Mocksbl B Telegram npuwno coobuieHne
OT PEKTOpPa 3TOro By3a O TOM, YTO B OTHOLLUEHNN 06PaA30BaATENbHOIO yYpexxaeHuns
NPOXOAMT NPOBEPKA CO CTOPOHbI MPAaBOOXPaHUTENbHbIX OPraHoB

B YaCTW pacnpoCTpaHeHns NepCcoHaNbHbIX AaHHbIX.

«PekTop» NoACHWA, YTO paHee caM OH y>ke obulanca Ha JaHHYo TeMY U Npeaynpegnn
COTPYAHMKA O TOM, YTO CKOPO NOCTYNUT 3BOHOK OT npeactasmutena MB/I.

,El,anee, Kak 6bl/10 cCKa3aHo paHee, C COTPYOAHNKOM CBA3a/1CA NpeancraBnUTENb
MPaBOOXPaHUNTENIbHbLIX OPraHOB C COO6LLI,eHl/IeM O TOM, 4YTO OT MMEHWN XePTBbI
npoBOoAATCA HE3aKOHHDbIE C*)MHaHCOBbIe onepaunnn n onNa COXpaHHOCTH c6epe>1<eH|/|l71
Ha BpeMA cneacresnAd HeO6XO,£I,l/IMO nepeBectn CBOU ﬂ,eHbI'l/l Ha «cneumaanbu‘/ﬁ» cyHeT

\
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CambiM NYyyIUM BAPUAHTOM NPOTUBOACUCTBUS
TAKOMY BUAY MOLLIGHHUYECTBA 6YyAeT 3aBepLucHuUe
KOHTAKTA U CBA3b C PYKOBOAUTENIEM
NOCPeACTBOM FOPOACKOro Uiu MObUnbHOro
TenedoHa no cBoell UHULUATUBE
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"REWC #3

(cxema MobunbHbiU onepaTop )

&
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~

[1aBny NnocTynun 3BOHOK C HENU3BECTHOIO
MOBUMNBbHOro HoMepa. EMy 4acTo 3BOHAT NO paboyunm
BOMNpOCaM, NO3TOMY OH OTBETU.

3BOHAWMNIN NpeacTaBuUNCa COTPYAHNUKOM MOBUNBHOIO
onepaTtopa 1 coobLmn, YTo ecnm He NPOAIUTL CPOK
oencTena norosopa MobunbHOM CBA3K B TOT

K€ AeHb, CUM-KapTa NpeKpaTuT paboTy n HoMmep
npoaanyT HOBOMY BNagenbLy.

[1aBen yToOYHUA, YTO HY>KHO caenaTb ANg NPoAseHns
porosopa. EMy otBeTunun, 4TO AOrOBOP MOXKHO
NPOANUTL «NMPSAMO CenYyac» B perxmme 3BOHKA,
NepCcoHanbHble JaHHble He NOTPebyroTCS, TaK Kak
OHU BbINM NepeaaHbl «paHee Npu ohopMNeHnn
CUM-KapTbl». HO KOorga MOWEeHHUKM NONPOCUAN
NPOAUNKTOBATb CMC-KOfA, KOTOPbIX NOCTYNUT

Ha TenedoH, [laBen npepBan pa3rosop,

TaK KakK y>Kke 3Han 0 NogobHbIX cxemMax /
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PA3BUTUE COEbITUN

#1

[NMocTynunBLiee cMc-coobuieHne aKobbI

ONA NPOANEHMNS OOroBOpPa Ha CaMOM aene
byneTt ABnATbCA COpOCOM napond

ona noptana «locycnyrm» (o yem
PacCKa3aHo BblWwe). 3N0YyMbILLTEHHUNKN
MOTYT NONYYUTb MCUHEPMNbIBAIOLLLYIO
MHpopMayuuto N9 ganbHENLNX MaxUHaLU NN,
HanpwuMmep, oNg opopMNeHna KpeanToB

B MOO (MUKpohHHaHCOBbLIX OpraHn3aumnax)

- _J

#2

«CoTpyaHWKN» onepaTopa Ana NpoaneHus
0oroBopa MoObUNbHOW CBA3W NONPOCAT
BBECTU onpeneneHHyo KoMbuHauuto
undp Ha TenedoHe, YTO NpuBeaEeT

K Nepeagpecaumm BXxoaaumx BbI30BOB

N cMC coobLweHnn Ha MobunbHble
TenegoHbl MOLWWEHHNKOB 1 MOXKET AaTb UM
NONHbIN KapT-6n1aHLW ANg CMeHbl Naponen,
B TOM yncne B 6aHKOBCKUX MPUTOXKEHUAX




HEOETCKWE UTPbI 2.0: OPOI NMNOHEBOJIE

~

3anoMHuTe, ONepaTopbl COTOBOU
CBS13U HUKROrAA He 6YAYT nNpocuThb
NPOAUKTOBATb CMC-KOA U BAluU

NAacnopTHbie AAHHbIC

~

lasaute yTOUHUM gawu

nacnopmue paunnbie

Lﬂponuu'ryi'ne CMC-KOA

Mbi gy OTnpasny ¢pmec-
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RENC #4
(cxema noct‘asua)
¢
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>KepTBa nonyyvyaetT aHOHMMHYIO OOCTaBKY UBETOB N1 HEKOIO
nogapkKa, YTo BbI3bIBAET NPUATHOE YAUBJ/TIEHUNE.

Ha cnepytowmin geHb »epTBe NoCTynaeT 3BOHOK

c coobuieHneM oT cny»*Kbbl JOCTAaBKU, YTO Kypbep

He OTYMTaNCA 3a JaHHYIO AOCTaBKYy YCTaHOBMNEHHbIM 06pa3oMm,
N Npocbbo NPOANKTOBATb «KOA NOATBEPKAEHUA» AOCTABKMN

W
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/
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BasHO HUKOrAA He NPUHUMATD OT KYPbepoB
3aKa3bl, KOTOPbIE He 6binu 0POPMACHBI NUYHO
UNU 0 KOTOPbIX Bbl He YBEAOMCHDI
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REWC #5

(cxema norkynka/npoaaska Ha ABUTO)

MeHuwmHa n3 MockBbl pelmnna caaTb CBOK KBAapTUPY B apeHay.
’ s noBbllWEHNA CTOMMOCTM OHa pelunnia ee MebnmpoBaTb U NprobpecTn wkKad
Ha cepBuce «ABuTto». [logobpaB NOHpPaBMBLLMIACA, OHA CBA3anacb C NPO4aBLOM,
norosopunack o ueHe B pa3mepe 10 000 pybnen. OH npeano><kmn em caMomn
3aKa3aTb A0CTaBKY, HanNpaBMB PULLMHIOBYIO CCbINIKY Ha NONYNASAPHbIN CEPBUC
«AHpeKc-agocTaBKar. MeHuWmMHa NpoLuia No cCbifike (BaXXHO OTMETUTD,
YTO CTpPaHWLA CepBuUCa BbIrnaaena, Kak ee opuruHan), BBena Hy>KHbli agpec
OOCTaBKM M OaHHble cBoen 6aHKOBCKOM KapTbl 4Na onnaTbl. B 3TOT MOMeHT
C KapTbl MOCKBUYKM Bblna cnncaHa cymma 10000 pybnen, Ho Ha caunTe
npounsowen cboi, n cepBUC NOMPOCKN BBECTU AaHHbIE KapTbl elle pas3
0N9 BO3BpaTa AeHexKHbix cpeacTs. [locne noBTOpPHOro BBoAa AaHHbIX
C ee KapTbl BHOBb OblNa cnrucaHa cymMma B ToM »e pa3mepe 10 000 pybnewn
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OcHoBHOC NpOCTOC NPABuno GuUHAHCOBOU 6e30NACHOCTU

V7=

HE OTBEYAWUTE HA 3BOHKK
C HE3HAKOMbIX HOMEPOB

. n
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BO3MOMHOCTH HCKYCCTBEHHOIO
MHTENNERTA B PEANM3ALIMH
MPECTYMHBIX CXEM
A
/ y
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CO3/1AHME NOANENBHOIO BUAEO

Co3paHue gundenka

MoLUeHHNKN
MCNoNb3oBanun
TexHonorum rnybokoro
obyyeHuna gna co3paHus
BMOEO, UMUTUPYIOLLLETO
0encTBMNA reHepanbHOro
OVNPEKTOPAa KOMNAHWUN.
OHW cMornu coenatb Tak
YTOObI BUAEO BbIMAOENO
o4yeHb NpaBaonoaobHo,
NCNONb3YA OTKPbITbIE
MCTOYHUKMN, TAKMNE KaK
BUAEO03anucu
BbICTYN/1IEHUIN, UHTEPBbLIO
reHepanbHOro

ANpeKTopa

,

C nomouwbto
noslyd4eHHoro anndenka
MOLLUEHHWKMN CBA3anNCh
C OOHUM 13 hnNManos
3TOW KOMMaHUW,
npencTaBNAach
reHepanbHbIM
ONPEKTOPOM.

OHU ncnonb3oBanu
BMAeo, 4ytTobbl ybeanTb
COTPYOHWKOB B TOM,

YTO UM HeobxoanMo
cAenaTb CPOYHbIN
nepeBoj cpeacTs

Ha «cneumanbHbIY cHeT»

BbiMOoratenbcreo

B pe3ynbTaTe
MaHUNYyNALNN
MOLWEHHNKOB
COTPYAOHUKN bnnmnana
caoenanv nepesog
3HAYUTENBHOW CYMMBbI
OeHer, nonaras,

YTO PYKOBOACTBO
O0ENCTBUTENBHO AaNo
TaKoe yKa3aHue

X6G

\

PackpbiTune
MOLWWEHHNYeCTBa

Korpa ctano oyeBngHo,
YTO AEHEe)KHble
cpeacTsa He 6binu
nepeseneHbl No
neranbHbIM MPUYNHAM,
KOMMNaHMA Ha4ana
paccnepoBaHume. B xope
paccnenoBaHua 6b1n10
BbIACHEHO, YTO BMAEOD
661710 haNnbLNBbIM,

N 3TO NPUBENO

K OCO3HaHWIO TOro,

KaK TeXHoMormyeckme
HOBLUECTBa MOryT 6bITb
MCNONb30BaHbI

B NPECTYNHbIX Lenax

y




HEOETCKWE UTPbI 2.0:

OPOTI NOHEBOJIE

NOZLAENKA FONOCA
(VOICE SPOOFING)

MPUMEP:

a Co3paHue nogaenku ronoca )

ﬁ PenkoBblN 3BOHOK C Npocbbov 0 noMoLwm

\\ AN
%
| /Jb

Q BbimMmoratenbcrtso cpencTts '
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CEOP HHOOPMALMM 0 ROMNAHMH ”\/
/MM YENOBEKE NEPEA B3NOMOM <Q

QCoau,aHme danbwwmBoro npodcdunna D
QOCVLLI,GCTBJ‘IGHVIG MOLLEHHNYECKOoro 3anpoca )
Q BbinonHernne nepeBoaa >

m PackpblTe MoweHHNYecTBa )
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OBHAPYKEHUE BPEAOHOCHOI0 NO.

MALWHHOE OBYYEHUE

—

——O O6Hapy>keHne No cUrHaTypam

—O [eHepauunsa BpeLoOHOCHOroO KOAa

—O AHanu3 nporpaMMHoro obecnevyeHums
—O [eHepaumsa aTaku ¢ ncnonbsosaHmnem N

O ®dusunyeckoe pPacnpocCcTpaHeHne

Ncnonb3oBaHue MetopnoB MW pna apantaumm atak

[l

)ﬁlllT

%%

O
NMpaBuna 6e3onacHoCTU e ©

O AKTUBUPYINTE MHOrO(AKTOPHYO
ayTeHTUPMKALMIO HA BCEX 3HAYMMBbIX aKKayHTaX,
TaKMX Kak BaHKOBCKME NPUIOXKeHU], MopTan
«["ocycnyru», nuuHbIN KabuHeT PepgepanbHoOM
Hanorosow cny»<6bl Poccun n gpyrue.

O 3akpoiTe goctyn 419 NOCTOPOHHUX NNLY
B COUMANbHbIX CETAX, cneguTe 3a umMdpoBbIM
cnefoM, KOTOpPbI Bbl OCTaBNseTe B CETU
NHTepHeT.

O KpMTMHeCKM OTHOCUTECb KO BCEMY, YTO BNOUTE
n cnblwunTe
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APONNEPLI/APONbI:

Ceasylolwee 3BeHO NPECTYNHON uenu
doMHaHCOBbIX MOWEHHUKOB

2 M/IH* BOBNeYCHO B APONMEPCTBO

PocCcudaH 2T0 noyTw B ABa pa3a bonblue,
yem B 2023 rogy

[1na KoTopbix XapaKTepHO
CTPEM/IEHME K NerkoMy 3apaboTKy

& *MNo gaHHbIM pa3nnYHbIX 6aHKOB

G o % MonoAable noau 4o 24 ner

e —
APOMNbl

3T0 NnoAcTaBHble NUUa, 3a4eNCTBOBaHHbIE B HeNeranabHbIX
cxeMax Mo BbIBOAY CPeAcTB C BaHKOBCKMX KapT rpakaaH.

Crout OTMETUTb, UYTO APONbl HE ABNTAKOTCA
opraHmn3atopamMmu I'IpeCTVI'IJ'IEHMlyl, HO ABNAKOTCAH
MX COYHaCTHMNKaMK, 3a UTO HeCYT NOJTHYIO
oTBETCTBEHHOCTb Nepen 3aKOHOM

U S
- — )

COYYACTHMRM NPECTYNNEHHH

[dponbl aBNAOTCA COy4YacTHMKAMMN NPECTYNNeHU,
KOTOpble MOryT 6bITb KnaccunuMpoBaHbl N0 CTaTbe
174 YK PO®. Jlerannzaumna (0TMbIBaHWE) AEHEXKHbIX
CPEeAcCTB UM NMHOMo UMYLLECTBA, NPUOBPETEHHbIX

APYTMMUN NMLUAMUN NPECTYMHbIM NyTEM
mnu no ctatbe 159 YK P@.w
\\/ o J
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REUC

puMepbl Bep60BKU APONNEPOB

CtyneHT AHaopen xodeT 3apaboTaTh aeHer B cBoboaHoe
oT y4yebbl BpeMms.
Ha canTe no noncky paboTbl eMy NogBepHYynachb

3aMaH4ymBaa BakaHcua co cnegyowmmMmy TpeboBaHUAMM:

6e3 onbiTa paboThbl

YOANEHHO

YacTUYHAA 3aHATHOCTb

BbICOKMI 3apaboTOK 338 HECKO/IbKO 4acoB B AeHb
Bo3pacT 18+

Hanu4yme KapTbl Ntoboro 6GaHka

-

Te, KTO OTKNMKAETCH Ha NogobHble
BaKaHCWW, MOYTK BCcerga CTaHOBATCS
YYaCTHMKAMKM MOLUEHHUNYECKNX CXEM.
MoLwWeHHVKN NpUAYMbIBAOT pa3inyHble
nereHabl, HanpuMmep, NPeacTaBAAKOTCS
KPYMNHOW KOMMaHMeW, 3aH1MaroLLLencs
NOCTaBKaMu 6ONbLLIOIO KONMYECTBaA
ToBapoB 13 Kntasa. C yyeToM KpynHbIX
CYMM MOKYMNOK N NMMUTaMn GaHKOB Ha
eXxeMecsaYHble nepeBoabl B KOMMaHUIO
TpebytoTca nogn, KoTopble «0TAaayT»

B apeHAay cBol HaHKOBCKYIO KapTy BMecTe
C NNYHBbIM KabMHETOM ON19 KOHTPONS
NOCTYNAEHUA AeHEer OT «K/INEHTOB»

3a BO3HarpakgeHue
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«RYPHBEP HANUYHOCTU»

I_IepeMeu_LeHme OEHEXHbLIX CpeactTB OT OAHOINO Nnua

nnmn busHeca K AOPYyromMy C uesbto n3bexkatb TPaaANUNOHHbDbIX
BaHKOBCKMX METOAO0B NN NP HalNn4dnmn orpaqueHMﬁ

Ha BbIBOA.

Ob6baBneHue o Takon paboTe pa3MellaeTca TenedOHHbIMU
MOLUEHHMKAMM, MNP 3TOM ByayLLEMY KypPbepy MOTyT
coobuaTb, 4To paboTa He CBA3aHA C KPMMUHANOM

N OH HUYEM HE PUCKYET
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&

PABOTA KYPBLEPO

336npaemM Nochl

[NaeM 70, BbinNNaTa cpa3y

Bcs «nousa» AJ1A oe

H Hana no

30nacHOro 3ab0pa

nrOTOBneHa‘.‘.‘.

BAXKHO! U,‘,Oi

cT. 159 YK PO.
Haka3aHue

B 3TOM C/ly4ae
npenycMmaTpuBaeT
nuweHne ceoboapl
BnnoTb ao 10 net
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"REHC

(cxema Owu6ouHbIti nepeson)

Ha Baw cuyeT nocTynaeT nepeBon AeHEer oT He3HaKoOMOro nuua, ganee
BaM NOCTynaeT 3BOHOK C MHpOPMaLMEN, YTO AeHEXHbIN NnepeBos,
6bln coBeplUeH oWMBo4YHO, M Npocbbon NepeBecTn AeHbrim obpaTHO.

OpHako B cnyyvae Bo3BpaTa Mo yKa3aHHbIM HE3HAKOMLEM PEKBU3UTAM
Ha CaMOM fene AeHbrY HanpPaBNATCA TPETbEMY NNLY YYACTHUKY
NPEeCTYNHOMN CXEMblI.

TaknMM o0bpasoMm, cnyyainHo, Nonasa HaBCTPeYy YenoBeKy, MOXHO CTaTb
COY4YaCTHUKOM MPECTYNeHNa NO BbIBOAY AEHer

\_

B naHHOM cnyyae
NPaBU/IbHbIM PeLleHNEM
byneTt obpaTnTbCH

B 6aHK M TO/IbKO BMeCTe
c 6aHKOBCKUM
COTPYAHWKOM pellaThb
BOMPOC, KaKNM 0bpa3om
OEHbIrM OTNPaBUTb
obpaTHO

®‘
N

\&
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i YEPE3 COLIMANbHBIE CETH

U CAMTbI 3HAKOMCTB

Yepe3 couymanbHble ceTn obpallaeTca He3HaKoMeLl, C MpaBaonogo0bHoM
nereHOowm, HanpuUMep, YTo Y HEro ecTb POACTBEHHUK 3a FPaHULLEN,
KOTOPOMY CPOYHO HY>XHO OTMNPaBUTb AeHbru, a ero 6aHK Takume
nepeBoAbl HE MPOBOAMT.

O6bIYHO MOLLUEHHUKMN npennaratoT 31O CAENIaTb 34 H€60}'IbLLIy}O nnarty
B 3aBUCUMOCTUN OT CyMMbIl NMpegnosiaraeMoro rnepesoja.

[lanee Ha cyeT »KepTBbl NOCTYNaOT BOPOBAHHbIE AEHbIM, KOTOpble
OoHa nepeHanpaBngeT Aablie, CTaHOBACb TakMM 06pa3oM 3BEHOM
NPECTYNHON LLeNnoYKM
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BOBNEYEHME B AMBEPCHOHHYIO 4 U
NEATENLHOCTD

BAXHO!

Pa6oTa ¢ ya3BuMbIMU rpynnaMm — NpuBnevYeHune nioaen,
NCNbITbIBaOLWKUX PUHAHCOBbIE TPYAHOCTU

N

3a coBeplieHune

AnBepcun Hactynaet
«bopbb6a 3a npaBoe Aeno» — 3/10yMbIWNEHHUKN 3aHUMAKTCA NponaraHaow yronosHas
yepes coumanbHble ceTU, obelana ydacTrue B «NPaBo BONHEN OTBETCTBEHHOCTh

B BMAe nuweHus
cB060oAbl Ha CPOK
oT 10 po 20 net

J

OencTBoBaTb NPOTUB «HECNpaBegNInBON CUCTEMDI»

AN

Ob6ecneyenne HAaPKOTUKaMWUN — Bep6OBLLl,MKV| aenarwT mo,u,ef/i 3aBnCcnMMbiMU
OT HAPKOTUKOB N CKNTOHAKT X K AUNBEPCNOHHbLIM ,D,e[/JICTBMFlM K

6 MoppbiB noBEPUA K rOCYAAPCTBY — MOLIEHHUKU NPU3bIBAOT

-
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BNArOTBOPUTENBLHLIE CEOPB
N9 CBO/NPUIOT ANG WHBOTHDBIX/ @M

HA ONEPALLMIO %%O&O%{

MolweHHUKN co3aatoT 6naroTBopuUTENbHbLIN POHA,

HarnpwmuwMmep, and nomMmowmn CtyaoeHtTaM By308, NonaswnM ;
B C/TOXKHYHKO XXN3HEHHYIO CUTYaUWNKO, N Ha CHET 3TOIN0 CO34adHHOIO

CbOH,EI,a OpI'aHl/IBaLI,l/Il/I, KOTOprM HeO6XO,£I,l/IMO nerajaimn3oBaTb 1L ;f
NPecTynHble CPpeacTBa, NepPevYncnaoT geHbIN w
— j
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(OBMEH RPUNTOBANIOTHI HA PYB/IK

NMPABUNA PABOThI C KPMNMTOBAJTIOTOMU

e 2 DN
Beaute nepenucky vepes
MHPPACTPYKTYPY P2p nnowagkm BAMHO!
Ba)kHO NOMHUTD,

@ —~ YTO caMble 6e3onacHbie \!/ éé
CoBepluanTe caenku ¢ akkayHTaMmu, cAeNKn NnpoBoaATCS f\\ >
KOTOpble AAaBHO 3aperncTpmpoBaHbI Ha KpUNTobnpIKax @

7~
Ha NAOoWaaKe N UMEIDT XOPOoLUYIo ‘
penyTauuio <
J U

\_
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= ~

( Idponos NpUHATO pacnpeaenaTb Ha KaTeropun B COOTBETCTBUU C UX AENCTBUAMN

L O6HanbwuRY ] [ TpaH3uTHYURU } L 3anuslyuru } L YHuBepcansl ]

270 Aponbl, KOTOpPble 2T0 Aponbl, KOTOpble 2T0 Aponbl, KOTOpPble ITOo Aponbl, KOTOpble
CHAMAaKOT CO CBOGI71 KapTbl nepecbinakoT 6e3HaJ'Il/ILleIM MNONYy4akoT HaJIMYHbIE MOTYT BbIMOJIHATb
NPecTyrnHble AEHbIN nyTeMm npecrtynHble AeHbrn OEHbIN OT APYrnxX Aponos, BCE BbllLEYKa3aHHbIE
n nepenarT Mo YKa3aHHbIM MOWEHHNKaM BHOCAT NX Ha CBOKO KapTy ,EI,GVICTBVIFI
nMx MOWwWeHHMKaM pPEKBU3NTaM N nepecbinaroT agponam
«TPAH3UTHNKaAM»
yan

NC . /
S

Ba>HO OTMeTUTb, YTO CypOBOCTb HaKa3aHNA HE 3aBUCUT OT TOIO, 3HAJ1 J111 POM O TOM,

YTO OH AgenaeTt U HeT. VIMeHHo B 3ToM 60/bluas ONacHOCTb: APOMNOM MOHEBOIE MOXKET
CTaTb KakObln
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NMPABUNA BE3ONACHOCTH!!!

O

He oTknnkanTecb Ha BakaHCUM C NErKNM
3apaboTKoM

[poBepanTe NoTeHUManbHOro paboTogatens
Ha NpeaMeT HaNn4na oT3biBOB B VIHTepHeTe

Hukorpa v HUKOMY He OoCTaBNaAWTE OaHHble CBOEN
6aHKOBCKOW KapTbl, TeM Bonee He nepenaBanTe
ee TpeTbMM Nnuam (Bo MHOrnx GaHkax nepenada
KapT TPETbUM NMLAM 3anpeLleHa)

PerynapHo o6HoBNANTE Napo/n K CBOUM
6aHKOBCKUM MPUNOXKEHUAM, NTMYHOMY KabuHeTy
nopTana «[ocycnyrm» 1 NpoYmMm UHaAHCOBO
3HAYUMbIM NPUNOXKEHNAM

He nepexoaute No cCbiNkaM U3 HEN3BECTHbIX
MCTOYHNKOB, BO M3b6exKaHne B3/10Ma A0CTyna
K 6aHKOBCKOMY IMYHOMY KabuHeTy

Bcerpa nosbiwanTe cBoo PUHAHCOBYIO
FPAaMOTHOCTb — YNTaNTE HOBOCTU O HOBbIX
BUOAX MOLLIEHHUYECTBa, Bedb
«MpenynpexaeH — 3HaUYUT BOOPYIKEHN

Ecnu Bac nonpocaTt BepHYTb CAYYaNHbIN
nepeBoA AeHer, COBEpPLIEHHbIV Ha Balle nMms,
He cornawanTecb Ha 3To, 0bpaTUTECH C 3TUM
BOMNPOCOM B Bal 6aHK
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TONbKO THUXO!
BCE 06 AHOHUMHOCTH
RPUNTOBANIOT
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BbIBOZ CPEACTB M3 KPUNTOBAMIOTHBIX >

Kpnntobuprka — 310 Honee cno)kHasa
CTPYKTYpa, KOTopasa npeanonaraer
perncTpaymio 1 4acto Heob6xoaMMOCTb MPONTU
npoueaypy «3Ha CBOEro KaneHTa.
Knio4yeBbiM OTINYMEM OT KPUNTOOOMEHHUKOB
ABNAETCA BO3MOXXHOCTb TOProBaTb Ha bup»ke
CBOMMW aKTMBaMU, a He NPOCTO 06MeHMBaTb

\_ _ )

X

\ /s
N\

‘7 )

OHnanH KpNToOObMEHHUK NpeaocTaBnaeT
BO3MOXHOCTb 6bICTPOro obMeHa
KPUNTOBANKOThHI.

JlocTaTo4yHO BbiOpaTb BantoTy, KOTOPYIO Bbl
XOTUTE NPOoAaTh, U BaNtOTy, KOTOPYIO XOTUTE
KYMAUTb.

[locne BBOAa CBOMUX OAHHbIX Bbl nostyyaere
HY>XXHblE CpeacTBa Ha CBOW Kollenek

AN
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O NMPOIPAMMBI-BLIMOIATE/ I (RANSOMWARE)

OpHa 13 KpynHenwunx aTak ocyuecteneHa Ha komnaHuto Colonial
Pipeline B 2021 roay. Beimoratenn notpeboBanu onnaty

B 6BUTKOWMHax Ha cyMMy okono 4,4 mnH gonnapos.. [Mony4ns Bbikyn,

o NPECTYNMNHUKN NbITa/1NCb CKPbITb CBOW CpeNCTBa, pa36m|3a;|
"PECTy “nEH"" TPaH3aKUNN Ha MEJNTKNE HYaCTun N NepeBoaAd UX Yepe3 pa3/iInyHbIE
KPUMNTOBAJ/TIKOTHbIE KOWENbKW ONA 3anyTbiBaHNA CN1enoB
C RP""TOBA"'OTAM" O KUBEPMPECTYT/IEHUSA M B3/10Mb!

Hanbonee nssecTtHble cnyvan B31IOMa KPUNTOBANOTHbBIX BUPIK:
B3noM Mt. Gox B 2014 roay v B3nom Bitfinex 8 2016 roay,
KOTOpPbIE NPUBENN K OFPOMHbIM NOTEPAM

O MOLUEHHWMYECTBO

B YNpaBneH1e NOCTYNNAO 06paLiieHNe rpaaaHKm «Ms, O HAPKOTOPIoBJ1A M MHAA HEJNEFAJIbHAA TOPIOBJI14

[EHeXKHble CPeACTBa KOTOPOWM MOXUTUAN MPECTYNHUKM. B kavectBe nprmepa MOXHO NpuBecTu nnatcopmy Hydra,

C MCNONb30BaHMEM OAHOM U3 CoLManbHbIX ceTel ¢ «Mp eé neaTenbHOCTb 6bina NpeceveHa B 2022 roay. Hydra

CBA3aNachb 4EBYLUKA, KOTOPas!, UCMOb3ys METOAbI KoHTponupoeana 6onee 90% He3akoHHOM Toproenn B [lapKHeTe,
Coumaanof/’] NHXKEHEPUW, y6eﬂ.l/”—|a eé I'Ipl/l06peCTl/l rge BCe ToBapbl N YCNIYTU, BKTIIOYaA HAPKOTUKU, OpYyKNeE g

KPpUNTOBANOTY N MHBECTUPOBATL eé Ha 6V|p>.Ke «C». B xoge M nopgnesibHblie AOKYMEHTbI, OMN1a4nBa/INCb KPUMTOBAJTIOTOU

dmHaHcoBoro paccnegosaHuna MPY PocdomHMoHUTOpPUHra

no CKOO ycraHoBWMO, 4TO CaliT 6MpPXKKM Bbin NoAAEeNKoMN, O ®UHAHCUPOBAHWE TEPPOPU3MA

a KpMNTOBasOTa, BIOXKEHHAA NoTepneBLIeNn, BbiBogMNACh \/

Kpl/lI'ITOBaJ'II-OTbI TaKXe NCNo1b3yoTCA OA (bVIHaHCVIpOBaHMFI
TEPPOPUCTUYECKNX Opl'aHl/l3aLl,l/IVI, TaK KaK OHW MO3BOJTAKOT

coBepwaTb aHOHMMHbIE NepeBO bl 6e3 ncnonb3oBaHUA \ ' V4
TPaANUNOHHbIX 6aHKOBCKMX CUCTEM

NPECTYNHUKAMU Ha OAHY U3 U3BECTHbIX KPUNTOOUPIK,
obMeHMBanacb Ha CTaMONKOMHbI U B AafibHenLWweM
nepeBoannacb Ha aHOHMMHbIE KPUMNTOKOLWEbKMK
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lipasuna 6e3onacuocTu

PerynapHo obHoBnanTe
nporpamMMHoe obecneveHune

Ncnonb3ynte oByxdpaKTOpPHYO
ayTeHTUdnKaumio

[lo3aboTbTechb O 3alMTe CBOErO
yCTPONCTBa

XpaHuTe pe3epBHble KONuu
B 6e30MacHbIX MecTax

He adbmwinpyinte B nybnmnYHbIx MecTax,
a TaK>Ke B couManbHbIX CETAX

n Ha hopyMax Hanmn4me 6onbLLIOIO
MenatenbHO NCNoNb30BaTb OTAE/bHOE KONMYeCcTBa KPUNTOBANIOTHI
YCTPOMCTBO TONbKO AN8 AOCTYyNa K KoWwenbKam Ha BalIMX KollesbKax

cnonb3yinTte cNnoXKHble Naponu




Ofiz0 MeskayHapoaHaa onuMnuana
g% no ¢puHaHcoBOU 6e30NACHOCTU

STAIlNbl 2025 TOOA

TeMaTnyeckmnin ypok [NMpurnacuTenbHbIM 3Tan
?) «PunHaHcoBad 6e30MacHOCTb» OnuMnmagbl
. Q ) : 1 dpeBpana — 30 anpend 1-28 cdheBpangd
ol O (_cbespans ) O
NOArOTOBKW
leTHaa WKoNa OT160p0oYHbIN 3Tan OnuMnuagbl
Nno pMHaHcoBOMN 6e30MnacHOCTU 2 TYP 1 TYP
Nionb 9-15 anpensa 31 mapta — 4 anpens
—( wonb ) O O (__anpenb
KBanuduKaumMoHHbIN 3Tan OUHANbHDLIU 3NUMHAA WKoNa
OnvMnunabi OTAMN no doHaHcoBOM 6€30MacHOCTH
2-3 cenTabps 29 ceHTabpa — 3 okTab6p4 Hos6pb — aexkabpb

Vv

(_centabpy )—@ @—( HOAGPbL ) O




LENA ONAMINUALDI

()
N

[NoBblweHne obuien
MHOPMALMOHHON,
dbMHaAHCOBOW N NPaBOBOW
FPAaMOTHOCTU MOJIOAEXKM

DopMnpoBaHme HOBOM hopPMbI
MbILLSIEHMA N HOBOro hopmMaTa
neaTenbHOCTH

BbiaBneHune TanaHTNMBbIX
LUKO/TbHUKOB 1 CTYAEHTOB
B 06/1aCcT PUHAHCOBOW
6e3onacHoOCTH

™

()L
AN

\

Co3paHue ycnosui
019 NHAVUBUAYANbHOM
obpa3oBaTeNbHON TPaeKToOPUK

CopencrBre npoceccnmoHanbHON
OpUeHTaUnN LWKONbHUKOB

N CTyaeHToB ANna hopMMpPOBaHMSA
KagpoBOro pecypca CUCTeMbI
dbmHaHcoBOM 6e30MacHOCTU

—

CtuMynupoBaHune yyebHo-
NO3HaBaTeNbHOW N HAaYy4YHO-
nccnenoBaTeNbCKOM
0eATeNbHOCTUN LWKOSIbHUKOB
N CTYQEHTOB

Pa3BuTmne Hay4HbIX 3HAHUN
B 06/1acT OMHAHCOBOW
6e3onacHoCTU

o\
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NAPTHEPbI

b ‘83‘2«5‘ g&}iﬁ ), MWHWCTEPCTBO 05 MWHWUCTEPCTBO
", OEOEPASILHAS CITYXKBA N 4 MWHWUCTEPCTBO HAYKM § 2L %2 MPOCBELLEHVS RIS BHYTPEHHMX LE/
Z < 2 1 BbICLLEFO OBPA30BAHUSA i L AR A
¥ MO OUMHAHCOBOMY S KO 2 ,;5; ¥ poccuicKom IR POCCUICKO
_ AR B8, POCCUNCKOM GEAEPALIAN RO ot T,

QUET) 1

?) LLEHTP
MYM M Q ) MEXO/IUMMUAQHOW
m NOAroTOBKMU

SBTE CSEPSAHK T auk A Améasa

/




